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Why Proactive Protection?  
Todayôs Internet requires a whole new approach to security. Almost everything is interconnected and 

taking place in real time. And that includes the threats. Effective security software must be alert at all 

times for new, ever -more devious malware. 

New types of threats require new  types of protection. Mass-distribution viruses and worms are giving way 

to profit -driven attacks designed to steal identities, money, and other valuable electronic commodities 

through phishing and social engineering. 

To fully protect against these new ris ks, an effective security solution must deploy a multi -layered 

approach, providing proactive, behavior-based blocking as well as the more traditional database-driven 

signature detection. It must also be easy to use ï because if itôs not, it wonôt *be* used. 

Agnitum Outpost Security Suite Pro combines the best of both approaches in a single integrated product 

that delivers customizable protection and total reliability. Outpost Security Suite Pro is on guard, 

protecting data 24 hours a day, seven days a week ï no matter what activities are being undertaken on 

the PC. 
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Key Technologies  
Á Two -way firewall  to guard network access 

Á Intrusion Detection System ( IDS )  and Ethernet protection  for automated defense 

against vulnerability probes and internal breaches 

Á Combined anti -virus and anti -spyware  scanner  for all-in-one malware defense 

Á Host protection  for proactively blocking unknown threats 

Á Anti -spam  to keep the inbox clean of junk emails  

Á Web & transaction security  to protect against web-borne risks 

Á Self -protection  to maintain continuity of protection 

Á Automated, updatable configurations  to simplify work 

Key Benefits  
 The award-wining firewall  keeps hackers and malware away, so users can feel safe when 

theyôre online. The two-way access control means that unauthorized network activity is 

impossible, and special Ethernet protection shields local networks against man-in-the middle 

attacks and WiFi-borne intrusions. The IP Blocklist component will block connectivity to 

predefined Internet hosts, keeping your family members away from the sites that you consider 

inappropriate. 

 Host protection monitors program behavior and interactions to proactively  defend against 

unauthorized activity, stopping Trojans , rootkits and keyloggers in their tracks without the need 

to scan each suspicious object for known malware. Outpostôs Host Protection achieved a 100% 

pass rate for all current leaktests, provid ing reliable protection against unknown and/or 

sophisticated hacker attacks. 

 The lightweight, highly effective scanning engine combines award-winning anti -virus and anti-

spyware to detect and disinfect or remove malicious programs automatically. The on-access 

monitor is constantly on guard against malware attempting to enter or activate on the PC, and 

the flexible architecture ensures high-speed, low-resource scanning. 

 The versatile Web Control module safeguards usersô browsing activities against the Internetôs 

darker side by steering away from websites infected with drive -by downloads, preventing the 

inadvertent disclosure of personal information, limiting exposure to potentially unsafe web 

properties, and keeping identity private.  

 Self-learning anti-spam keeps the inbox clean of junk mails ï and it gets better over time as it 

learns to recognize what the user classifies as unwanted email. 

 Outpostôs self-protection capability ensures that it cannot be deactivated by targeted attacks, 

ensuring uninterrupted protection.  

 Thanks to the advanced events logging mechanism and new process activity view that shows 

detailed information about all currently active programs, users get the ultimate in transparent, 

hands-on protection.  

Outpost Security Suite Pro has been designed to meet the needs of users who understand the need for 

robust, efficient security. While it provides great protection ñout of the boxò for users at all levels of 

experience, Outpost Security Suite Pro also includes an extensive array of customizable settings and 

options for advanced users to tweak and personalize their protection. Less-experienced users also get 

great protection because Outpost lets them define and apply most settings automatical ly, eliminating 

potential configuration errors. The intuitive interface and accessible controls ensure ease of use for 

everyone. 
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Key  Features  

Proactive security  
Preemptive threat protection  

Outpost Security Suite Pro provides the first line of defense against malicious software by proactively 

controlling how programs behave and interact on a PC and preventing security breaches. The Host 

Protection module proactively monitors for and blocks sophisticated hacking techniques used to 

compromise or steal data. By analyzing threats and displaying actionable alerts, it blocks zero-day attacks 

and other unauthorized activities, providing advanced protection against botnets, keyloggers, rootkits and 

inadvertent data disclosure. This latest version extends the range of monitored events and operations for 

even greater and more customizable protection. Outpost excels in all currently-known leaktests, with 

additional focus on keylogger-like activities. 

 

Self -protection  

Today's malware frequently seeks to shut down security software to make its infection process easier. By 

incorporating solid tamper-proof protection for all its components, Outpost Security Suite Pro makes it 

impossible for anyone except the authorized user of the program to disable or close active protection.  

Efficient anti -malware  
360 -degree malware d efense  

Both anti-virus and anti-spyware capabilities are provided through the universal anti -malware module, 

which ensures that computers are kept clean of any malicious program that might attempt to infect while 

the user is online. The on-access monitor constantly watches for and instantly disinfects, quarantines or 

removes any malware objects found in key areas of the PC, while the on-demand scanner lets users scan 

for and remove threats on hard disks, network folders, DVDs, or external storage devices. Email 

attachments are checked in real time as they leave or arrive, and users can move any suspicious file to 

the quarantine area for later review. Additional protection now prevents known rootkits and other 

sophisticated malware from loading and embedding themselves on the PC. 
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Scheduled scans and exclusions  

Users can set up a flexible schedule for regular malware scans, plus define custom scanning criteria such 

as checking critical system areas whenever malware definitions have been updated. 

Network security & continuity  
Connection security  

The two-way firewall monitors the computerôs inbound and outbound connections and prevents local and 

remote unauthorized network access. It conceals access ports, making the userôs presence on the 

Internet invisibl e. The Ethernet Protection module guards network connections and prevents insider 

attacks by controlling the transmission of data over the network. This eliminates the potential risk for 

data such as chat windows or authenticated browser sessions to be delivered to the wrong destination or 

intercepted while in transit.   

Application access control  

The firewall controls which programs are allowed to access the Internet, proactively protecting the PC 

against both zero-day threats and malware attempts to ñphone homeò.  

Comprehensive coverage  

Outpost Security Suite Pro secures all types of connections (Ethernet, WiFi, DSL, cable, cellular, and dial-

up), automatically applying the necessary security settings when the computer is connected to a new 

provider. 
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Intrusion protection  

The Attack Detection module automatically blocks known types of hacker attacks from gaining access to 

the computer.  

Privacy & web safety  
Protection from spam  

Outpost Security Suite Proôs Bayesian anti-spam engine will keep inboxes free of junk email. Users can 

train it to recognize and use their personal definition of spam, so it becomes more efficient and an even 

greater time saver the longer it is used.  Outpostôs antispam now features full support for the popular The 

Bat! email client. 

IP Blocklist keeps surfing clean  

Based on the BlockPost plug-in in earlier Outpost versions, the integrated IP Blocklist lets users restrict 

access to specified Internet domains. A valuable tool for both sensitive individuals and concerned 

parents, IP Blocklist will deny incoming/outgoing  connectivity to ill -intent Internet zones, such as those 

distributing spyware or delivering obnoxious ads and graphics spam. 

The blocked entries can either be manually defined or imported as an aggregated list from community -

maintained sources. 


